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FET%B YTM32B1HAOL Reference Manual 4.2.2 The ROM Boot Work Flowchart &1,

YTM32B1HAOL1 MR £ EohE IS, Normal Boot 5 Fast Wakeup Boot, Normal Boot AIEE
8, FENTE2BRIE. Fast Wakeup Boot HIRIRBohIE, ETERFH*T Power Down HFEET T
%S, BBk ERFNARER.

2.1.1 Normal Boot

1.
2.

9.

J%EY REGFILE->REGORZA, Mk TAG ~—=, MiFH N Normal Boot {&=;

fi##fr BVT(Boot Vector Table), I\ BVT EEEREENR (BVT EHARNBETXENE) , &BVT
EENFIZFEE1E ROM N, B8 FApp, TUHNT—F

i1\ Secure Boot @& fFaEE, BEAR{FRE, MANAFREFXSHIEXERE, HiZHEESEQ,
BNHENT—F

Hfaik Secure Boot Group BB (Secure Boot Group IFHRNAE FTXENE) , &HIEENBkEE
ZH0E, THENT—

ffaiA Secure Boot Section BREE EREWINE (Secure Boot Section iFHABRE TX &N

2) , EBEXEEERWNE, WEANBXEEHTHEE (AES-ECB) , MEENT—F

#ik Secure Boot Section REEH, BIENBEEERE, TN T—5

RERREEEEENNE, MEBRARPORKEHTRS (AES-CMAC) , EREXN, MK
RERRE; BRENY, VWARSHERRBRERMN, SRaRKIRERY, s
B9

ARSI BHITR LB, BMEIITE2EH, NEFESH7E ROM A, L FApp; &
FERAITE2RE, NRIEAFREZERFME HCU BEHZTE (HCU_NVR) , BEEBkEE2ER9

HIAREREHTAZBENIR (CoreTest) , HERENHITAZBENIR, BNHEET—F

10. #R#E BVT E2ECE WDG
11. 1R#& BVT 5 BECEIRENN A2 RIBkAL sttt
12. B ERPHINARER

2.1.2 Fast Wakeup Boot

1.
2.

IREX REGFILE->REGOAE , ik TAG —2K, NI# A\ Fast Wakeup Boot 1&x(

fi##r BVT(Boot Vector Table), ik BVT EEREEX (BVT #HABIEFXENE) , &BVT
EENZEFEEE ROM A, ELHIZZEApp, TNHNT—F

1RHE BVT (ERECE R ARSI
3EY REGFILE->REGI RE, RENREBIHNEER

ffaiAZM23R7E Retention RAM A, &77E Retention RAM NiZF{ZEE1E ROM R, FELBKITE
App. (Retention RAM 5 Ei&HJ) OCRAM R[E, Retention RAM 7 PowerDown &R T, IEEIR
RYFINS; i@ OCRAM 7£ PowerDown #EXIEEE/S, ST MFENE. )




6. B ERAFNIREEINAER

2.2 BVT 1t48

BVT (Boot Vector Table) =2 Secure Boot WEZE S BEXIT, Hitik7y 0x0200_0000 5
0x0210_0000, Secure Boot ZFSWMXHEMIBEEETEAEN BVT KB,

wE Fn
wat %

00h 4

04h 4

08h 4

0Ch 4

10h 4

14h 20
28h 4

2Ch 20
40h- TBD
Ox3F

F

Image Vector
Table Marker

Boot
Configuration
Word

Secure Boot
Group Config
Address

Reserved

CM7_0_main
application

Start Address
Reserved

APP_WDG_TIM
EOUT

Reserved

reserved for
secure boot
group and
section config
as well as
CMAC result
storge

2.3 BCW T48
BCW (Boot ConfigWord) & BVT WEY— Word, HE N EERHIEEMEFE N

R

XE—MIHRETF, BFHIABVT BB, X ™MEZ 0xA55A_A55A

RET, ATAFERALGISIRENESMEE, ATREFT—THERE

)8

NEZ2REMARERNRGMI, —MERNEEARH —MEENIRE
iR, HETE23|ISREEHMER

P ZFRUREIatE, HIUETERZ VTOR RIS FFIRE],

BTiRBENAREFE B EE, &Mk SIRC/4 (3MHz), Hiz
{81%79 3000, MAEIFEERIESIE A 1ms,

ZBXRR R 8 2KB) I BT ik 25| SEEAE R /SR 25|
SEEELEHUNRE N L25|FERICMACER(FEL6F TN,



ned 5354 iR
31-14 Reserved for future extension

13-10 CPDIVS[3:0] Core Platform Clock S $fBRE::
0000b - Divide by 1
0001b - Divide by 2

1111b - Divide by 16
ZECE T F1EFH Secure Boot BEIRE, LUK AIZER BohEYiEl(Startup).
Tips: A EIANER4SMHZ R A, ZEERA RARHZEIOMHZ

9 ROM_BOOT #HHIREEERHAZENIR (Core Test)
_SCST_EN 0 - Disable
1-Enable

AR MRFLENAREFPHIEAE ROM H1) Core Test B, NABEMIF OCRAM B9
fx/@ 4KB X3 (0x0x2005_F000 to 0x2005_FFFF)

8 APP_WDG_  #=HINAEFNEI RIS L.
EN 0 - Disable
1-Enable
HiZLUAFEREE, BootH RIUTE#H NN AREFRIIRKEI 1. NAER PR S K6
IRIRBAIEE I TRE L, EAEBEIBYERITE BVT -> APP_WDG_TIMEOUT(0x28h)
FEE

7 BOOT_SEQ_ EHIREFRE™IERLLBIRIE
STRICT 0 - Disable
1-Enable

6 BOOT_SEQ &=REmENEKE:
0- RIERITRE2EMERN
1- fEREBRITR BRI

5-1 Reserved

0 CM7_0_M_E REFERIEENARER
N 0 - Disable
1-Enable
AR NRIESREEWNITHEFRPNMBER, ZAAMNE]

2.4 Secure Boot Group

Secure Boot & 1@ Secure Boot S34HARE 5Secure Boot BXECE RSN, RS EIZFS IR
Secure Boot BXEE,



}&mSecure Boot AL EE ERIMINEFMET BV T->Secure_Boot_Group_Config_Address(0x08h)
B, ATINTRAR:

1. $A1EB4TE: OXACBEEFDD (4B)

2. Secure Boot BBX1M4K(SBSN), %1584 (1B)
3. EENEZEBRXEEREE (1B)
4. AES Key #9231 (1B)
5. ATFREZRKXEERESNEAERS| (1B)
6. &M Secure Boot BXALE 2 HYMIL (4B*SBSN)
ik FH AE R
mE
0x00 4 Config EIE /7 OXACBEEFDD, FiR#I#f Secure Boot AHEERE &%,
Group
Makrer
0x04 1 Secure Secure Boot BX M, RZAIZHARXEE
Boot
Section
Number
(SBSN)
0x05 1 Encrypt TR RERTRXEERER
Flag AR NMEBRXEEEEREFAARELTR
0x06 1 AES Key RERBXEEE SR IAMIE, B35 AES-128/192/256
Type/Size

0x07 1 Key Slot ATF@ERXEERERNEARSI

0x08 4*SB Secure $51E Secure Boot BXECE (= BRI (32-bit) 3R, B/ MRXEEER, 7t
SN Boot B bk
Section
Config
Pointer

2.5 Secure Boot Section

Secure Boot WBKXEEEFEEEEL FHXFT, AR EEWTR:
1. BXEBHFE: 0x5AA5 (2B)

2. AES-128/192/256 ZE$A A %4% (1B)



3. AF&ICMAC BE$HZES| (1B)
4, EEH#HITIOEZBIFlash Eeigihit (4B)
5. REHRHTRZRIHIEKE (4B)
6. WRLERIFAEHIL (4B)
it FH AR &R
fmt% 54
0x00 2 Config EIRE /I 0x5AA5, FERFET Secure Boot BXEERERIE
Section
Marker
0x02 1 AES Key CMACIREHZ AT, SIEAES-128/192/256
Type/Size
0x03 1 Key Slot BT CMAC BNZFAZS]
0x04 4 Section Start  FEHITIREH Flash #2sathit
Address
0x08 4 Length REHITREHBIEKE
0x0C 4 CMAC HRELERNTFMERUE
address

2.6 BELEERXRE

BVT & E Secure Boot Group By¥iEithik, Secure Boot Group IF Secure Boot Section B4
ik, Secure Boot Section § CMAC 1845 RavpiRitht, XL EE B M TEFT.



BVT (Boot Vector Table) - ?

Secure Boot Group Config Structure

« BVT_MARK; « secure_boot_group_marker;
+ BOOT_CONFIG_WORD: « secure_boot_section num (N);
+ SBT_CONFIG_GROUP_ADDR; . encrypt;

« LC_CONFIG; L

« CM7_0_MAIN_APP_ADDR; - aes_key_skze;

« CM7_0 SECONDARY_APP_ADDR; « key slot;

« CM7_1_MAIN_APP_ADDR; . h;

« CM7_1_SECONDARY_APP_ADDR; « section_config_addr1;

« CM7_2_MAIN_APP_ADDR; .

« CM7_2_SECONDARY_APP_ADDR; ‘ _

. i

APP_WDG_TIMEQUT;

Y h 4 Y

Secure Boot Section Config Secure Boot Section Config Secure Boot Section Config
Structure 0 Structure 1 Structure N-1
« secure_boot_marker; » secure_boot_marker; « secure_boot_marker;
« aes_key_size, « aes_key_size, « aes_key_size;
« Key_slot; . » key_slot;

>ldl L ', .
T . y 4
. s b s L '
*
- CmacHadaE: - cmac_addr: - Cmaciada.

secure boot group/section configuration relationship with BVT

tt5h, TEZERTTSAFPMABEFNXZE, HESEIERE,



Boot Location x
low address

Flash memory

A
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BVT (Boot Vector Table)

Secure Boot Group Config Structure

Secure Boot Section Config Structure 0

Secure Boot Section Config Structure 1

Secure Boot Section Config Structure N-1

\_/'-\

secure boot section 0
code/data

\___/\
\—/\

secure boot section 1
code/data

\_/_._-\
m

secure boot section N-1
code/data

J\

User Application Memory Map

2.7 HCU %4A

7£ YTM32B1HAO1 B9 Secure Boot 7, F=EMAZ|T AES-ECB T f#%5 Secure Boot Section EC&E 1S
B, UM AES-CMAC BT3B EFHIERITIRS, ERERANZRAYEMETE HCU_NVR #1, 12X
T EWAE AT P iREY,

oy
Hee

It's recommended to place into
a single Flash sector

BT HCU I=HUETINEE R, BRF T/ATE HCU IEIRAIRENZE R,

EfFEA Secure Boot IhaE, BEIE R FTHEEZIE Secure Boot B ByPass &3, FEB¥ Secure

5L YTM32B1HAOL #1513#1T Demo B

Boot I 2R {ERAMNZEHIRFIZRIZE HCU_NVR #, FTLL YT_Config_Tool {2t T %> Demo ,
Secure_Boot_Prepare 5 Secure_Boot_Demo,



3.1 Secure Boot Prepare
P A LIEE S FF SDK Example i#%£$% YTM32B1HAO1 B9 Secure Boot Prepare demo

5)?13‘ A Home

New Project Existing Projects Manage Software Installations
L
. - . ) B
Start My project from MCU Open Existing Projects ﬂ Check for config tool and embedded soft... (2.4.0)
Start from EVB-Board Install or remove embedded software packages
ma ACCESS TO EVB SELECTOR INSTALL MCAL
Start Mcal/SDK From Example, Easy to Start
YTM32BHH
{3 Choose MCAL Example YTM32BIM
{3} Choose SDK Example
YTM32BIL YTM32ZIL
1
<4
© Problems E:0 W:0 I:0 T

RERETX—FT T EHCIEIIE

3.1.1 BitificE

3.1.1.1 gIiETIE
WeFE YTM32B1HAOL , EFEHFISANAEGKRE S, %1% SDKirES (=1.2.0)

® MCU/MPU Selector

Family: YTM32B1HAO YTM32B1LEO YTM32B1MCO YTM32B1IMD1 YTM32B1MEO B Check All SDK MCAL

Family S Type Part Number Package Flash S RAM S /o % GPIO & ADC Channels & CAN 5 Frequecy

256KB(SRAM)
YTM32B1HAO SDK YTM32B1HAO1GOMLUT LaFP 2.25MB 176 154 200MHz
+160KB(TCM)

256KB(SRAM

YTM32B1HAD S YTM32BTHA01GOMLQT 200MHz

256KB(SRAM;
+160KB(TCM.

200MHz

)

+160KB(TCM)

)

YTM32BTHAQ S YTM32BTHAQTGOMLLT )

256KB(SRAM)
YTM32B1HAO VICAL - - - - = 200MHz
+160KB(TCM)

Part Number

Type

SDK Version




KWEMBR®FE, TIEKE, LAA IDE Device Name

6?}'} M Home SDK 1.2.0 | Secure Boot_Prepare : YTM32B1HAQ

i} Pinout Configuration N clock Configuration & Peripheral Configuration IM Project Manager & Import ‘ ‘ B Save |
1 Project Project Settings
Project Name Secure_Boot_Prepare
¢/> Code Generate
| Project Location C:\Userslyangjiao_wang\OneDrive\Desktop\test
& CMake GCC foee
link file LINK File Generated by YT-LINK
| IDE Device Name £ YTM32B1HAO1
Toolchain/IDE CMake +VSCode(GCC) ~
Toolchain Folder Location It's optional if you have already added the tool to ${PATH} Version:
Browse
VSCode Debug Settings
VSCode Debuger
Debuger JUNK.
Interface type SWD -
© Problems E:0 W:0 1.0
© Errors
& Warns
@ Infos
3.1.1.2 5|MECE
FcE PTD_2 5 PTD_3 fEERORY TX 5 RX 5| M0
Dozn A o
@ Pinout Configuration JN Clock Configuration & Peripheral Configuration IM Project Manager ) Import ‘ ‘ B Save |

i

Ht

UNFlexD3_T
Lnex03_ex

176LQFP

Search by Feature ~ Q E ] Q Q Seartch by Pin ~

: ) - Interrupt Interrupt N Pas
Pin Number  Pin Name Feature ALT Value Label Direction nrermp e Pull Enable  Pull Select  Digtal Filter 2 | Type to searcn
Status Configuration Fil
123 PTD_2 UNFIexD3TX  PCTRLMUXALTIO || | ~| [Dontmodfy v| [ISF Disable <] [Disabled ~] ~ [Dsabled ] [NA
122 PTD.3 UNFIsD3RX  PCTRLUMUXATI0 || | ~] [Dontmedity v| [ISF Disable v] [Disabled v| ~ [Disabled ~| [NA

© Problems E:0 W:0 |:0

3.1.1.3 R¥ECE
FRIRANER N AT sHECE



EPrm A Home

SDK 12,0 | Secure Boot_Prepare : YTM32B1HAD

{8 Pinout Configuration N Clock Configuration S Peripheral Configuration
g g P g

clock_configl ~

e

L s cosom (222 e,

secons

O}

rm
LJd

© Problems E:0 W:0 |:0

@FPZE M Home SDK 1.2.0 | Secure Boot_Prepare : YTM32B1HAO

{8 Pinout Configuration N Clock Configuration & Peripheral Configuration

clock_configd ~

L Sowtus coocow (252

prg _4,—&—-
o
=0 oo

| S, j— Y

00000®

secons

© Problems E:0 W.0 [0

3.1.1.4 1ERECE

IM Project Manager

HEER CIt |

IM Project Manager

f56HE HCU Bi$h

4 Import B Save
Name UserCtrl Gate  Divider Peripheral Functional Clo
DMA_CLK ] O [t~
TRACE_CLK 0 O [1__~] [CLK_SRC_DISABLED
GPIO_CLK O O [1~] [CLK_SRC_DISABLED
PCTRLA CLK ] O [T~
PCTRLE_CLK &, O 1~
PCTRLC_CLK ] O [1 o~
PCTRLD_CLK m] O 1~
PCTRLE_CLK ] 0O [T~
LINFlexDO_CLK @] O [1_~] [CLK_SRC_DISABLED
LINFlexD1_CLK m] 0 [1 ~] [CLK_SRC_DISABLED
LINFlexD2_CLK ] O [1 ~| [CLK_SRC_DISABLED
LINFlexD3_CLK [1  ~] [CLK_SRC_FX0sC !
LINFlexD4_CLK 0 0O [1 ~] [CLK_SRC_DISABLED
LINFlexDS_CLK m] 0 [1~] [CLK_SRC_DISABLED
LINFlexD6_CLK ] O [1 ~| [CLK_SRC_DISABLED
LINFlexD7_CLK @] O [1  ~] [CLK_SRC_DISABLED
LINFlexD8_CLK 0 0O [1 ~] [CLK_SRC_DISABLED
LINFlexD2_CLK m] 0 [1~] [CLK_SRC_DISABLED
12C0_CLK 0 O [1  v] [CLK_SRC_DISABLED
12C1_CLK 0 O [1__~] [CLK_SRC_DISABLED
12C2_CLK 0 O [1~] [CLK_SRC_DISABLED
12¢3 CLK m] O [1 ~| [CLK SRC DISABLED
&) Import B Save
Name UserCtrl Gate  Divider Peripheral Functional Clo
SENT1_CLK ] m] |1 ~]| [CLK_SRC_DISABLED
BTMRO_CLK 0 0O [~
PTMR1_CLK m] O 1~
PTMR2_CLK (m] @] [~
IDTMRO_CLK 0 0 [1 ~] [CLK_SRC_DISABLED
RTC_CLK ] O [1 >
WKU_CLK ] O [~
PCRC_CLK m} O [~
TRNG_CLK O O [t~
| HCU_CLK 1~
QsPICLK O O [1~] [CLK_SRC_DISABLED
WDG_CLK m] [1 ~] [CLK_SRC_DISABLED
FMU_CLK 0 [T~ |
INTM_CLK ] O 1~
EMU_CLK 0 O 1~
SAIO_CLK m} O [~
SAI_CLK u] O [0~
ENET_CLK 0 O [1__~] [CLK_SRC_DISABLED
CIM_CLK m] O 1~
SCUCLK 0 v
PCU_CLK u] v
RCU_CLK 0 [~ |

fom{ERE YT-LINK, Device, IntCtrl, DMA, Linflexd Uart, HCU, Flash, &ZEERIABCEEIA],

fiRE Utility Print, BE2EBWT

i

i



oL — o x
5) I M Home Secure_Boot_Prepare : YTM32B1HAQ

{8 Pinout Configuration N clock Configuration 'S Peripheral Configuration IM Project Manager th Import B Save
Enabled only e m YT-LINK Device IntCtrl DMA Linflexd Uart HCU Flash Utility Print > H
Search Q
Mode | Full Print
Peripherals ~ @

Use Segger RTT
YT-LINK [~ Device IntCtrl DMA SPI

Linflexd Uart Linflexd Lin CAN 12C IEERCELINFlexD £ | UART Instance 3

SENT RTG T™MU TMR PTMR

LPTMR ETMR PTU ADG POWER #late UART Thite

PCRC ACMP WKUP wDG HCU

i

TRNGI INT Moritor Bl Flash [ FMU O EMU IEFRUARTECE | UART param _ linflexd_uart_config0:115200
FEE
Os v
FreeRTOS
Middleware v
Secure Boot Utility Print
e
<
@ Problems E:0 W:0 I:0 K

3.1.1.5 API &

< SDK API © Refresh

clock

clock_YTM32B1Hx h clockh D SDK API Init Sequence

pins

{sitos 1:CLOCK_SYS_Init(g_clockManConfigsArr,CL
ytlink status_t CLOCK_SYS _Init(clock_manager_user_config_t const ** clockCenfigsPtr,uint8_t OCK_MANAGER_CONFIG_CNT,g_clockManC
configsNumber,clock_ manager_callback_user_config_t ** callbacksPtr,uint8 _t callbacksNumber); aIIba}l@Arr,CLOéK MANAGER CALLBACK C

device

NT); x
interrupt ‘CLOCK_SYS_UpdateConfiguration 481 )

status_t CLOCK_SYS_UpdateConfiguration(uint8_t targetConfigindex clock_manager_policy_t policy); 2:CLOCK_SYS_UpdateConfiguration(CLOCK_
MANAGER_ACTIVE_INDEX,CLOCK_MANAGE
spi CLOCK_SYS_GetCurrentConfiguration 504 R_POLICY_AGREEMENT); X

linflexd_uart uint8_t CLOCK_SYS_GetCurrentConfiguration(void);

dma

: ) 3PINS_DRV_Init(NUM_OF CONFIGURED PI
linflexd_lin CLOCK_SYS, GetErrorCallback NSO0,g_pin_mux_InitConfigArr0);
clock_manager_callback_user_config_t* CLOCK_SYS_GetErrorCallback(void); AFLASH_DRV._Init(0,&flash_config0,&flash

c
onfig0_State); X
CLOCK_SYS_GetFreq

status_t CLOCK_SYS_GetFreq(clock_names_t clockName,uint32_t * frequency); S:UTILITY_PRINT_Init(;

CLOCK_SYS_SetConfiguration 6:HCU_DRV_Init(8thcu_config0,8thcu_config

status_t CLOCK_SYS_SetConfiguration(clock_manager_user_config_t const * config); 0_State); X

3.1.1.6 T#EER
R B Generate £ T2 5,



X
° Open the project Secure_Boot_Prepare?

==yl o]

3.1.2 EpEg

3.1.2.1 1CrER
Demo FEEFWF/LRAR

34

35 /F Private define ------- oo oo oo - *s
36 /* USFR CODE BEGIN PD */

37 #define HCU NVR_START (ex10000800) HCU_NVR AUitiatsit

38 #define HCU NVR_SECTOR STZE (©x800)

39 /* USER CODE END PD */

40

41 /* private macro -------- - oo */
42  /* USER CODE BEGIN PM */

43  /* USER CODE END PM */

45  /* Private varigbles ---------- oo *

46 /* USER CODE BEGIN PV */

47 /* HCU key used for secure boot */

48 | const uint32_t keyNvr[48] = { ex2b7el516, @x28aed2at, @xabf71588, ox@9cfaf3c, exttiffff, extffififf, exfritfiff,
49 oxffffffff, oxp3020100, OxO7060504, Ox0bRaoons, Oxofeeodoc, oxffffffff, oxffffffff,

5@ OxFEFEEEff, Oxffifffff, 0x33221100, 0x77665544, @xbbaag9ss, oxffeeddcc, exffffffff, | Secure BootidiE
51 OXFEFEFFEF, OxFFFEFFEf, OxFEFFEFfe, Bx76543210, Oxfedcbagss, @x01234567, 0x89abcdef, | THEMZIRIEH
52 oxFFFFEFEf, oxffifffff, oxffffffff, oxffrfffff, exade12372, exfed23123, oxaf231fal,

53 oxcdf21098, @x2b7el516, ox@feeoadec, exffffffff, exffffffff, exaefc2334, ox34fe2124,

54 0x213805fe, Ox23efb2c2, Oxfed23123, BXx77665544, @xaefc2334, @x89abcdef };

55 /* AES-ECB plain data */
56 | const uint32 t plainText[16] = { @x6bclbee2, 6x2e4089796, Bxe93d7ell, ©x7393172a, @xae2d8a57, ©xled@3ac9c, AES-ECB BE37, TG
517 0x9%9eb76fac, @xa5af8e51, Ox30c8lc46, @xa3d5cedll, @xe5fbcll9, exlavas2ef,
58 0xf6912445, exdfafobl7?, exad2b417b, @xe66c37le };

59 /* ALS-ECB cipher data */

60 [const uint32 t cipherText[16] = { ©xC48D5784, OxF6BB1688, OxALFGACLS, OxEEDABA13, @x39CBBSF3, BX7FABBC25,
61 0x3B1C1ES@, OX8CS3IE9DB, OXDF273015, 8x3603F913, @xD4298D27, OxBBO1F6FA, | AES-ECB B3, AT
62 OXF95B31D8, OX9053DFF1, @x214A42EF, BXF22A080D };

63 uint32_t sw_encrypt_result[i6];

64 uint32_t hw_encrypt_result[i6];

65 /* USER CODE END PV */

66 |

67 /* Private function declare ----------—--~—~— -~~~ -~ 7
68 /* USER CODE BEGIN PFDC *y

69 /* USER CODE END PFDC */

7@ static void Board Init(veid);

71



2
73
74
75
76
77
78
79
80
81
82
83

85
86
87
88
89
1%
91
92
93
94
95
96
97
98
99
1ee
1681
162
163
164
165
166
1e7
168
169
118
111
112
113
114
115
116
117
118
119
128
121
122

/* Private user code

/* USER CODE BEGIN @ */
/¥ Program HCU key */
static status t Program HcuKey(const void *key, uint32 t length)

{

status_t status = STATUS_SUCCESS;
/* Erase HCU NVR, user should be careful of it */
EFM->CUS_KEY = exadff3z;

status |= FLASH DRV_EraseSector(®, HCU NVR_START, HCU NVR_SECTOR SIZE);

/* Program HCU key */
status |= FLASH DRV _Program(®, HCU NVR_START, length, key);
return status;

MHCU_NVRFEH{THRIE,
ERTETIL

/¥ Check HCU key load success */
static status t Check HcuKeyload(void)

{

status_t status = STATUS_ SUCCESS;

/* Load hardware key */

INT_SYS DisableIRQGlobal();

status |= FLASH DRV_LoadAESKey(®, HCU NVR_START);

INT_SYS EnableIRQGlobal();

HCU SetKeySize(KEY SIZE 128 BITS);

/* HCU ECB encrypt with hardware key */

status |= HCU DRV_EncrypteECB(plainText, 64, hw encrypt result);

/* Load software key */

status |= HCU_DRV_LoadUserKey(keyNvr, KEY SIZE 128 BITS);

/* Start AES-ECB software encrypt */

status |= HCU DRV_EncrypteECB(plainText, 64, sw_encrypt result);
/¥ check result */

for (uint32 t 1 = @; 1 < 16; i++)

{
if (sw_encrypt result[i] != cipherText[i])
{
PRINTF("Software key mismatch!\n");
return STATUS_ ERROR;
}
if (hw_encrypt result[i] != cipherText[i])
{
PRINTF("Hardware key mismatch!\n");
return STATUS_ERROR;
}
h

PRINTF({"HCU key load success!\n");
return status;

/¥ USER CODE END 6 */

IngEEFER
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124 4
125 ¥ @brief The application entry point.

126 * @retval int

127

128 | int main(void)

129 | {

130 /* USER CODE BEGIN 1 */

131 status _t status = STATUS_SUCCESS;

132 * USER CODE END 1 */

133 Board Imt(),

134 * USER CODE BEGIN 2 */

135 PRIIJTF( Secure boot prepare demol\n™);

136 |Progr‘am HcuKey (keyNvr, sizeof(keyNvr)); | fi2 HCUNVR, HRFEHEREA
137 [ check chl(e} Load(); | ISt R SRR
138 /* USER CODE END 2 */

139

140 e I=?_Fi.‘?i:£ Lloop */

141 /* USER CODE BEGIN WHILE */

142 mlle (1)

143 {

144 if (status != STATUS SUCCESS)

145 {

146 break;

147 }

148

149

150 }

151 /T USER CODE END 3 */f

152 | }

153

154 | static void Board Init(veid)

155 | {

156 CLOCK_SYS_Init(g_clockManConfigsArr,CLOCK_MANAGER_CONFIG_CNT,g clockManCallbacksArr,CLOCK MANAGER_CALLBACK_CNT);
157 CLOCK_SYS_UpdateConfiguration(CLOCK_MANAGER ACTIVE_INDEX,CLOCK _MANAGER_POLICY AGREEMENT);
158 PINS DRV_Init(NUM_OF CONFIGURED_PINS®@,g pin_mux_InitConfigArre);
159 FLASH DRV_Init(®@,&flash_confige,&flash_configd State);

160 UTILITY_PRINT Init();

161 HCU_DRV_Init(&hcu_confige,&hcu_configp State);

162 | }

163

164 /* USER CODE BEGIN 4 */ {EBEstk, B YT Config Tool B4R
165 /* USER CODE END 4 */

166

3 1 2 2 /IIU\$IJﬁ\
1. NESAEY HCU_NVR BYiEeiaitit S KNERARE], RERMECE, BIURIIRAY line 37~38

2. REISESY HCU_NVR B9 BA K AR, 0 YTM32B1IMD14 ReJ#8k& HCU_NVR, ERJIFUGH
A LR HCU_NVR, {E2FEZE Customer Key, Customers Key ERIAERITE Reference Manual
h&EE, AP rIB1T{8R Customers Key, FEHAFBECZ &, HCU_NVR RIZ&ERH, RE
RIEES A HCU_NVR A=ENA], 1#157]E%E AN_0062_EFM_ApplicationNote.pdf

3. REGHAR HCU ZBHAEKEAR—E, 90 YTM32B1HAOL &=& 2 #F 256-bit 238, FRLUER
FLASH_DRV_LoadAESKey() B, HCU FIANEBIZE 256—b|t %0, BHAHREFRNE 128-bit
4R, FRLLEE HCU_SetKeySize(KEY_SIZE_128_BITS) &2k HCU MMEMBHZIPEE, i*
Er]Z& & AN_0063_HCU_ApplicationNote.pdf

3.1.2.3 MR
wWETRGE, BREFTHESRS, EUERLE, BRROTENNTRE, AREHHIEHL.
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3.2 Secure Boot Demo
R AU EE ST SDK Example i#%E# YTM32B1HAO1 BY Secure Boot demo

-
&p»p=% A Home

New Project Existing Projects Manage Software Installations
. - ) ' B
Start My project from MCU Open Existing Projects Check for config tool and embedded soft... (2.4.0)
Start from EVB-Board Install or remove embedded software packages

Start Mcal/SDK From Example, Easy to Start
YTM32BIH

YTM32BIM

{3 Choose SDK Example

YTM32BIL YTM32Z1L

HERETX—FT T ERCIRIIR.



3.2.1 EhhficE

3.2.1.1 gIgIIE
PEHE YTM32B1HAOL , EEHFISRAAR S, %&1F SDKHrES (=1.2.0)

® MCU/MPU Selector

TM32B1HAQ YTM32B1LEO YTM32B1IMCO YTM32B1IMD1 YTM32B1MEO B Check All

Family Type Part Number Package Flash RAM % /0 & ADC Channels 5 CAN = Frequecy =

256KB(SRAM)
YTM32B1HAO SDK  YTM32BTHAOTGOMLUT LaFP 225M8B 176 64 200MHz
+160KB(TCM)

256KB(SRAM)
YTM32B1HAO YTM32B1HA01GOMLQT 200MHz
+160KB(TCM)

256KB(SRAM)
YTM32B1HAQ YTM32BTHAQTGOMLLT 200MHz
+160KB(TCM)

256KB(SRAM)
YTM32B1HAD 200MHz
+160KB(TCM)

Part Number YTM32B1HAQ1GOMLUT

Type

SDK Version

WEMBERFE, TiEK1E, LUK IDE Device Name

= = o X
EAZE A Home SDK 120 | Secure Boot Demo : YTM32BTHAQ

{i} Pinout Configuration nﬂ Clock Configuration = Peripheral Configuration IM Project Manager 6 Import B Save

&3 Project Project Settings =
Project Name Secure_Boot_Demo

<[> Code Generate B
Project Location CiAUserslyangjiao_wang\OneDrive\Desktopitest

tt

& CMake GCC

link file LINK File Generated by YT-LINK
| IDE Device Name YTM32B1HAO01 -
Toolchain/IDE CMake+VSCode(GCC) -
Toolchain Folder Location It's optional if you have already added the tool to ${PATH} Version:
Browse

VSCode Debug Settings

VSCode Debuger

Debuger JUINK -
Interface type SWD
Entery point main
GDB server path C:\Program Files (x86)\SEGGER\JLink\JLinkGDBServerCL exe @
SVD file path ${workspaceFolder}/ vscode/chip.svd <
© Problems E:0 W:0 |:0 4

3.2.1.2 5|iACE



FcE PTD_2 5 PTD_3 fF&RORY TX 5 RX 51

6E'§ A Home SDK 1.2.0 || Secure_Boot Demo : YTM32B1HAQ o

{8 Pinout Configuration Ilﬂ Clock Configuration 'é‘ Peripheral Configuration I Project Manager ) Import ‘ ‘ B Save |

Search by Feature v Q . Q Q| seartcnbyPin v

Interrupt Interrupt Pas

Pin Number  Pin Name Feature ALT Value Label Direction Status Configuration Pull Enable  Pull Select  Digtal Filter Fi Type to search
123 PTD2 UNFIsD3TX  PCTRLMUXATIO || | ~| [Dontmodiy v| [ISF Disable ~| [Disabled ~| v VA
122 PTD3 UNFIexD3RX  PCTRLMUXALTIO || | ~| [Don'tmodify v| [ISF Disable ~| [Disabled ~] v [NA
© Problems E:0 W:0 |:0
3.2.1.3 BIHPECE
N
FRIRENERIN TR s ECE
Som A vome :
il Pinout Configuration M Clock Configuration & Peripheral Configuration IM Project Manager @ Import ‘ ‘ & Save |
clock_configd ~ Add Delete Name UserCtrl Gate  Divider Peripheral Functional Clo
DMA_CLK 0 O 1~
TRACE_CLK. (m] 0 [1 ~] [CLK_SRC_DISABLED
- GPIO_CLK ] O [1 ~] [CLK_SRC_DISABLED
— PCTRLA_CLK 0 0O [ |
et Gt
,_;’— PCTRLE_CLK (m] O 1~
e M—um PCTRLC_CLK (m] O 1~
PCTRLD_CLK @] O [~
) PCTRLE_CLK (m] o [t~
LINFlexDO_CLK [m] O [1_~] [CLK_SRC_DISABLED
LINFlexD1_CLK. (m] 0 [1~] [CLK_SRC_DISABLED
LINFlexD2_CLK (w] O [1  ~] [CLK_SRC_DISABLED
GEREBOIER || INFlexD3_CLK [1~] [CLK_SRC_FXOSC I
LINFlexD4_CLK (m] O [1~] [CLK_SRC_DISABLED
P e LINFlexD5_CLK w] O [1__~]| [CLK SRC DISABLED
LINFlexD6_CLK (m] O [1 ~] [CLK_SRC_DISABLED
— LINFIexD7_CLK ] (m] [1 ~] [CLK_SRC_DISABLED
LINFlexD8_CLK (m] 0O [1 ~] [CLK_SRC_DISABLED
LINFlexDE_CLK. (m] 0 [1~] [CLK_SRC_DISABLED
12€0_CLK [m] O [1_~] [CLK_SRC_DISABLED
12C1.CLK (m] 0 [1~] [CLK_SRC_DISABLED
Q 1 Q 12€2.CLK 0 O [1 ] [CLK_SRC_DISABLED
123 CLK 0 0O [1 ~] [CLK SRC DISABLED

© Problems E0 W.0 .0
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tt



EPmm A Home

SDK 12,0 || Secure Boot Demo : YTM32B1HAO

@ Pinout Configuration JN clock Configuration ‘S Peripheral Configuration

clock_configl Add

=1

=p I

=50
—

E0)
=o— —ill
o B===0

==0

© Problems E:0 W:0 |:0

3.2.1.4 YT-LINK &

IM Project Manager

— X
4 Import B Save
Name UserCtrl Gate  Divider Peripheral Functional Clo -
SENTT_CLK 0 O |1 | |CLK_SRC_DISABLED -
PTMRO_CLK O O 1~
PTMR1_CLK m] O 1~ =
PTMR2_CLK ] O 1~ =
IDTMRO_CLK ] O [1~] [CLK_SRC_DISABLED .
RTC_CLK m} [ T
WKU_CLK ] O [t~
PCRC_CLK m} 0O [+ |
TRNG_CLK m] O [~
{8 HCU Bt HCU_CIK 0 ]
QSPICLK @] O [1__~] [CLK_SRC_DISABLED
WDG_CLK m] [1~] [CLK_SRC_DISABLED
FMU_CLK m] [~ ]
INTM_CLK ] O [~
EMU_CLK =] O [
SAI0_CLK m} O [~
SAI1_CLK m] O [~
ENET_CLK @] O [1 ~] [CLK_SRC_DISABLED
CM_CLK m] O [ ]|
SCU_CLK O [T~ | &
PCU_CLK m] [~ |
RCU_CLK @] [T~ | >
’

Secure Boot HFEZE BVT, Secure Boot Group, Secure Boot Section 5 CMAC,
B8, TEE YT-LINK 1E0H4 Region FF7Zf# Secure Boot iHXELEEB. YT-LINK BUERAISE

YT-LINK User Manual,
FE BVT BB Y AT SIE,

VTRAM o

CODERAM o

 ——
CODE_FLASH

———
isr_vector

DATA_FLASH

BSS J}, of

DATA_RAM
N - (©]

sb_config_grouy
sb_config_sectio

=
bvt_header
Kegp

sb_cmac
Keep

Link File FE£1(F

TFhis BVT ORISR

[F7fi& Secure Boot Group HIECE(ZR

[FFfif Secure Boot Section RYRLE{EE.

% AES-CMAC MBS (E

RN R

cle+-o



3.2.1.5 {&3RECE
/R {EBE IntCtrl, DMA, Linflexd Uart, HCU, Flash, EiZERIABCEENT],

Ao & Device &R

_ — L X
'}ﬁl% A Home ecure_Boot_Demo : YTM32B1HAD .

i} Pinout Configuration N clock Configuration = Peripheral Configuration IM Project Manager & Import B Save

Enabled only & YT-LINK Device X IntCtrl DMA Linflexd Uart HCU Flash Secure Boot Utility Print HH

Part number
Peripherals v @

SDKversion  1.2.0
YT-LINK Device IntCtrl DMA SPI

i

Linflexd Uart [ | Linflexd Lin [ | CAN [ | I2C STACKTOP Symbol | STACK end
SENT RTC T™U TMR PTMR

LPTMR | | ETMR | PTU || ADC [ | POWER VECTOR Flash Symbol Start | IVT_start v VECTOR Flash Symbol End  IVT_end ~
PCRC ACMP WKUP WDG HCU

VECTOR Place Region isr_vector

TRNG INT Monitor Flash FMU EMU
FEE
VECTOR RAM Symbal  IVT_RAM_start ~
Os ~
Using FreeRTOS
FreeRTOS
Using Secure Boot (&8¢ Secure Boot Ihgg
Middleware v
Secure Boot Utility Print
S
<
@ Problems E:0 W:0 I:0 s

fE8E Utility Print, ECEBMWT

_ — L X
'}ﬁl% A Home SDK 1.2.0 | Secure Boot_Demo : YTM32B1HAO .

i} Pinout Configuration N Clock Configuration & Peripheral Configuration IM Project Manager 4 Import & Save

Enabled only a ﬂ YT-LINK Device IntCtrl DMA Linflexd Uart HCU Flash Secure Boot Utility Print > -

Mode  Full Print
Peripherals ~ @

Use Segger RTT
YT-LINK [/ Device 7 IntCtrl @ DMA [ | SPI

Linflexd Uart [ | Linflexd Lin [ CAN [ | I2C HIZRE LINFlexD S UART Instance 3
RTC

SENT C T™U TMR PTMR

LPTMR [ | ETMR [ | PTU (| ADC [ | POWER PO UART I8 Init UART

PCRC ACMP WKUP WDG HCU

tt

FEEUART BE -
TRNG (| INT Monitor 8 Flash [ FMU [ EMU . = | UART param | linflexd_uart_config0-115200
FEE
Os v
FreeRTOS
Middleware ~
Secure Boot Utility Print
et
<
© Problems E:0 W:0 |:0 S

3.2.1.6 Secure Boot it &
Secure Boot FEEEIHMAIE BVT, Secure Boot Group 5 Secure Boot Section, BEARISEW T E

3.2.1.6.1 BVT Ed&



Hzn avome  EXED

@ Pinout Configuration M Clock Configuration & Peripheral Configuration IM Project Manager  Import B saw % Generate
sl vusk Device ImCul  DMA  LinflexdUart  HCU  Flash  Secur eBoot x  Ullty Print =
S BT BARITR, SIRGRRTER ———T |
—
>

Secure Boot Group Configuration

it

AR FEGHB BVT BEXR—1F, TERSK—#ITLE.
e BVT Marker: i\ BVT 2EEXE Tag, NEIEE, FEfEHR

e PLLsetas Core Clock: HIAZRER PLL {FR GRS £ LANNIER B BhMRAZ

e Core Platform Clock Divider: R#iBY #4357

e Core Self Test Enable: HIAEEERENZBMIR (Core Test)

e WDG Re-config Enable: HIABRTEHACE WDG, ZFuo A FIA EEBEREHERE WDG, HBERIAR

B, FREIZ{IAJ7E Secure Boot HAjB|EHECE,



e WDG Clock Source: EFEFI T ITEESH

e App WDG Enable: HiAREEER 1

e Secure Boot Enable: HIAREFELEBE

e Strict Secure Boot Enable: MIAREE=EIITLERBE

e Main Core Clock Gate Enable: f£8E App Bk3%, EIE{ERE, FEIMELX

e App Entry Address: [kt

e WDG Timeout: & JJiENEEE

e BVT Location: BVT SEPRE/EVIEMIIE, (W5 YT-LINK IR BRI E—F)

3.2.1.6.2 Secure Boot Group it &

T S——— AR, FAEETRE —»W =
| —




Szm A tome

@ Pinout Configuration

Ensbled only a

Peripherals

YTAINK (2 Device / IniCti @ DMA

Linlexg art [ Linflexd Lin
SENT | RTC( TMU

LPTMR (| ETMR [ PTU [ ADC

PCRC (] ACMP (| WKUP

TRNG (| INT Monitor @ Flash (| FMU

3

FreeRTOS
Middlewars

Secure Boot @ Utiy Pri

© Problems E0 W0 10

cAN ) e

TMR (] PTM

M Clock Configuration =1

Peripheral Configuration

YT-UNK Device. Intctl DMA

~ BVT Configuration

sl

WER

WG @ Heu

My

Linflexd Uart

1M Project Manager

Heu

Flash

& import B sae

Secure Boot Utility Print

ecure Boot Group Configuration
Secure oot Group Marker
Secure Boot Secton Number
Secure Boot Section Encypt Enable
AES Key Size

AES KeySlot

KEY_LEN_125_BITS

0

A Secure Boot Group REERATag, FaEH
FIABERILH Secure Boot Section HE
IARSBENE Secure Boot Section FREIEE

FAFINE Secure Boot Section A {ERMIEHIKE

F3FINE Secure Boot Section FEEfEB M

secure_boot_section_configh

secure_boot_section_config2

secure_boot_section_config3

secure_boot._section_configs

Please upload hex fle

3.2.1.6.3 Secure Boot Section Ei&

B A Home

PN

@ Pinout Configuration

Ensbled only a

Peripherals

" UnfiexaLin (] C:

N Clock Configuration

InCil @ DMA 1 SPI

™U [ TMR
PTU 1 ADC WER
WKUP (| WDG B HCU
tor @ Flash (] FMU [ EMU
FEE
s v
FreeRTOS
Middiewars v
Secure Boot @ Utity Pri

© Problems E0 W0 [0

AR FMRPHBREFAT S ERXE,

2 EvkoS S

& Peripheral Configuration

YT-UNK Device Intctl DMA

BVT Configuration

Secure Boot Group Configuration

Linflexd Uart

1M Project Manager

Heu

Flash

Secure Boot

secure_boot_section_configd

Secure Boot Sectior

AESKeySze | KEY_LEN 128 BITS

AES Key Slot
Secure Boot Section Start Address

0x02000800

Secure Boot Section Sze | 0X200

O

Drop file here o click to upload

& Import B save

Utiliy Print

secure_boot_section_configh

secure_boot_section_config2

secure_boot_section_config3

secure_boot._section_config4

Please upload hex fle

3.2.1.7 API B2 &

Name | secure_boot_section_config0 Secure Boot BXAEEEMET, FIEMEN

Secure Boot Section Marker ARK

Secure Boot BXREREHMATag, FIEH

AESKeySze | KEY_LEN_128 BITS

FERIRR S TINERINE A AR

AESKeySiot 1 SRR TR SFRRIER
Secure Boot Section Start Adcresz | 0102000800 LEIRERAEEEE
Secure Boot Section Sze | 0200 LRTRBRAIAN

O

Drop file here o click to upload

NEZEKEBABTREZN, WEENERBLA—H, T




¢ SDK API 2 Refresh

clock

clock_YTM32B1Hx h clockh D SDK API Init Sequence

pins

freertos 1:CLOCK_SYS_Init(g_clockManConfigsArr,CL
ytlink status_t CLOCK_SYS _Init(clock_manager_user_config_t const ** clockConfigsPtr,uint8_t OCK_MANAGER_CONFIG_CNT,g_clockManC

configsNumber.clock_manager_callback_user_config_t ** callbacksPtr,uint8_t callbacksNumber); allbacksArr, CLOCK_MANAGER_CALLBACK_ C

device

N
interrupt CLOCK_SYS_UpdateConfiguration 481 m:

dma status_t CLOCK_SYS_UpdateConfiguration(uint8_t targetConfigindex.clock_manager_policy_t policy); 2:CLOCK_SYS_UpdateConfiguration(CLOCK_
? MANAGER_ACTIVE_INDEX,CLOCK_MANAGE
spi CLOCK_SYS_GetCurrentConfiguration 504 R_POLICY_AGREEMENT); X
linflexd_uart uint8_t CLOCK_SYS_GetCurrentConfiguration(void);

. X 3:PINS_DRV_Init(NUM_OF_CONFIGURED | PI al
linflexd_lin CLOCK_SVS_ GetErrorCallback NS0,g_pin_mux_InitConfigArr0); 1

clock_manager_callback_user_config_t* CLOCK_SYS_GetErrorCallback(void); AFLASH_DRV._Init(0,&flash_config0, &ﬂash < Fl

onfig0_State);
CLOCK_SVS_GetFreq

status_t CLOCK_SYS_GetFreq(clock_names_t clockName,uint32_t * frequency); S:UTILITY_PRINT Init(); X H

CLOCK_SYS_SetConfiguration 6:HCU_DRV_Init(8thcu_config0.8thcu_config Hd
status_t CLOCK_SYS_SetConfiguration(clock_manager_user_config_t const * config); 0_State); X

3.2.1.8 TIEER

X
° Open the project Secure_Boot_Demo? @

Cancel m

3.2.2 5

REBAA S Secure Boot Prepare Demo HE AKX, REMIRT BRREENTE, WABER,
ZAEE 2 2 ARIIE Secure Boot @B RS I HBKEZEN BIZF,

3.2.2.1 fAESR



a5
46
47
48
19
58
51
S
53
54
55
56
57
58
59
60
61
62
63
64
65

72
73
74
75
76
77
78
79
80
81
82
83

85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
166
161
162
163
1e4
165
106
1687
168
169
118

/* Private variables
/* USER CODE BEGIN PV */
/* HCU key used for secure boot */

const uint32 t keynNvr[48] = { ox2b7el516, ©x28aed2a6, 6xabf71588, @x09cfaf3c, exffifffff, exffffffff, extfffffff,
oxfTffffff, ©x03020100, Ox07060504, 0x0bLaR9Os, ox0feeodoc, exffffffff, exffffffff,
exfHHfff, extfffffff, ex33221100, ©x77665544, @xbbaaoogs, exffeeddcc, exffifff,
oxTIfffff, exffffffff, exffffffff, ex76543210, exfedcba9s, ©x01234567, Ox89abcdef,
oxfHffffff, exffffffff, exffffffff, exfffIffff, exade12372, exfed23123, exaf231f41,
oxcdf21098, ©x2b7el516, oxefeeddoc, oxffffffff, exffffffff, oxaefc2334, o6x34fe2124,

0x213805fe, ©x23efb2c2, oxfed23123, @x77665544, ©xaefc2334, ©x89%abcdef };

/* AES-ECB plain data */

const uint32 t plainText[16] = { @x6bclbee2, ©x2e409f96, ©xe93d7ell, ©x7393172a, Oxae2d8a57, ©xled3acdc,
ox9eb76fac, @x45af8e51, 6x30c81ca6, ©xa35cedall, exes5fbc119, exlaeas2ef,
oxf69t2445, 0xdfafob17, @xad2b4a17b, Oxe66c3710 };

/* AES-ECB cipher data */

const uint327t cipherText[lG] = { 8xCAa8D5784, OxF6BB1688, OxXAL1F6AC18, OXEEDABA13, Ox39CBBBF3, Ox/7/FABBC25,

©x3B1C1E50, ©x8C53E9DO, ©XDF273015, ©x3603F913, 0xD4298D27, OxXxBB91F6FA,
OxF95B31D@, Ox9053DFF1, ©x214A42EF, OXF22A080D };

uint32_t sw_encrypt result[16];
uint32 t hw_encrypt_result[16];
/* USER CODE END PV */

/* Private user code

/* USER CODE BEGIN @ */

/* Check HCU key load success */
static status_t Check HcuKeyLoad(void)

{

status_t status = STATUS_SUCCESS;
/* Load hardware key */
INT SYS DisableIRQGlobal();
status |= FLASH DRV_LoadAESKey(®, HCU NVR_START);
INT _SYS EnableIRQGlobal();
HCU SetKeySize(KEY SIZE 128 BITS);
/* HCU ECB encrypt with hardware key */
status |= HCU DRV_EncryptECB(plainText, 64, hw_encrypt result);
/* Load software key */
status |= HCU DRV _LoadUserKey(keyNvr, KEY STIZE 128 BITS);
/* Start AES-ECB software encrypt */
status |= HCU DRV_EncryptECB(plainText, 64, sw_encrypt result);
/* Check result */
for (uint32 t i = @; 1 < 16; i++)
{

if (sw _encrypt result[i] != cipherText[1])

{

PRINTF("Software key mismatch!\n");

‘ return STATUS ERROR;

¥

if (hw_encrypt result[i] != cipherText[1])

{

PRINTF("Hardware key mismatch!\n");

‘ return STATUS ERROR;

¥
h
PRINTF("HCU key load success!\n");
return status;

¥

/* USER CODE END @ */



Vs
* @brief The application entry point.
* @retval int
¥
int main(void)
{

/* USER CODE BEGIN 1 */

status t status = STATUS SUCCESS;

/* USER CODE END 1 */

Board Init();

/* USER CODE BEGIN 2 */

PRINTF("Secure boot prepare demo!\n");

[ check HcuKeylLoad(); |

/* USER CODE END 2 */

/* Infinite loop */

/* USER CODE BEGIN WHILE */
uint32_t counter = @;

while (1)

{

if (status |= STATUS SUCCESS)

{

‘ break;

}

PRINTF("Current counter is %d\n", counter++);
OSIF_TimeDelay(100@);

/* USER CODE END WHILE */

/* USER CODE BEGIN 3 */

}
/* USER CODE END 3 */

¥

static void Board_Init(void)
{
CLOCK_SYS_Init(g_clockManConfigsArr,CLOCK_MANAGER_CONFIG_CNT,g clockManCallbacksArr,CLOCK_MANAGER_CALLBACK_CNT);
CLOCK_SYS_UpdateConfiguration(CLOCK MANAGER_ACTIVE_INDEX,CLOCK_MANAGER_POLICY AGREEMENT);
PINS DRV_Init(NUM OF CONFIGURED PINS®,g pin mux_InitConfigArre);
FLASH DRV_Init(e,&flash_confige,&flash_confige State);
UTILITY PRINT Init();
HCU_DRV_Init(&hcu_confige,&hcu_confige State);

r

/* USER CODE BEGIN 4 */
/* USER CODE END 4 */

3.2.2.2 MiRLER (FAIL)

BEERE, BEETHECH. MEEF LRRE, THENERTONNE, XRmTFEE
PR SRIMIE, BHRWEFHTES, KIE Secure Boot BARERIN, Bt EN AR
3

3.2.3 ERER

3.2.3.1 &Rk Hex
B&l YT Config Tool X324 Hex XHHIEE, HITELER Hex X1,

3.2.3.1.1 CMakeGCC

IR T IRIEROR A E, BVAT4E R Secure Boot_Demo.hex



X O REEO EE9 FEV HHOQ EGR SR BEK) e P secure_Boot. Demo (LAFE) ) 0DQmaos

- 8 x
O ome - Cmanc 1% ERCEnE
~ RS O3 @ 0] secure Boot Demo > app > € mainc >
O v e e r
e 110 /* USER CODE END 0 */
g | v 111
_unspec_ 112
> Debug 13/
= 114 | * @brief The application entry point.
o all 115 * @retval int
& v 116 | %/
e 117 int main(void)
Le | ~ '2? 18 { :
R |~ 119 /* USER CODE BEGIN 1 */ i
0 120 status_t status = STATUS_SUCCESS; =
121 /* USER CODE END 1 */
@ 122 Board_Init();
B 123 /* USER CODE BEGIN 2 */
124 PRINTF("Secure boot prepare demol\n");
125 Check_HcuKeyLoad() ;
e c & 126 /* USER CODE END 2 */
@  secureBootoemo 427,
> [ Secure_Boot Demoelf 128 /* Infinite Loop */
> I\ GENERATED_SDK TARGET [lbGENERATED... 129 /* USER CODE BEGIN WHILE */
130 uint32_t counter = 0;
=RIR 2] 131 while (1)
> % genlst—ZRIE e 132 {
> R gensto—=FETR . 133 if (status != STATUS_SUCCESS)
@
135 | break;
136
137 PRINTF("Current counter is %d\n", counters+);
138 OSIF_TimeDelay(1000);
139 /* USER CODE END WHILE */
140 /* USER CODE BEGIN 3 */

5% @ W& Wwmwe &R RO VEVOR XOS ROBOTOOCUMEVTATON | ROSOTOUTRUT

Cvakerem,

[main] IEE4MRCfF%: Secure_Boot_Demo genhex

[build] iEAERIENER

 EEwas [proc] #irdr4: C:\vscode_tool\cmake-3.25.0-windows-x86_64\bin\cmake.EXE --build c:/Users/yangjiao wang/OneDrive/Desktop/test/Secure Boot Demo/build --config Debug --target genhex
[build] [1/1 160% :: ©.126] cmd.exe /C "cd /D C:\Users\yangjiao_wang\OneDrive\Desktop\test\secure Boot Demo\build & C:\Users\yangjiao_wang\AppData\Roaming\yt_config_tool\gcc-arm-none-eabi-10.3-2021.

10\bin\arm-none-eabi-objcopy.exe -F elf32-littlearm -0 ihex C:/Users/yangjiao_wang/OneDrive/Desktop/test/Secure Boot_Demo/build/Secure Boot Demo.elf C:/Users/yangjiao_wang/OneDrive/Desktop/test/Secure Boot_Demo/build/

Secure_Boot_Demo. hex"

[driver] R5t: 00:00:00.326

Lbuild] "R, RHCFIN

®

AR CMake 86,

®
@

BE®12002 Wo digdide Bam & D F1, 51 W4 U8 IF C Adspel O

) xen BEE BEC) ZEV #HG ETR SN BEE) « > P Secure_Boot Demo (Tt=E) ) 0oQoms - 8 X
(1) i = Cmainc 1% b @ -
 SECURE BOOT DEMO (LHFED BUENDIE) secure Boot Demo > app > € mainc >
- Secur_Boot Demo T
i 110 /* USER CODE END 0 */
g 111
112
> 13/
& 114 | * @rief The application entry point.
o 115 | * @retval int
& 16 | */
o 117  int main(void)
- ‘
buildninja e
I e 119 /* USER CODE BEGIN 1 */
p— 120 status_t status = STATUS_SUCCESS; '
L 1) compile_commandsjson 121 /* USER CODE END 1 *,
IibGENERATED_SDK_TARGET.2 122 Board_Init();
B Secure Boot Demoelf 123 /* USER CODE BEGIN 2 */
@ 124 PRINTF ("Secure boot prepare demo!\n");
0 ECure BooL Demomap 125 Check_HcuKeyLoad() ;
e 126 /* USER CODE END 2 */
® > cusis s
7 middlere 128 /* Infinite Loop */
> platform
o 129 /* USER CODE BEGIN WHILE */
R 130 uint32_t counter = 0;
© ReadMemd 131 while (1)
e —— 132
e e 133 if (status != STATUS_SUCCESS)
134 {
135 | break;
136
137 PRINTF("Current counter is %d\n", counters+);
138 OSIF_TimeDelay(1000);
139 /* USER CODE END WHILE */
140 /* USER CODE BEGIN 3 */

@ ©u WemmA &R RO MEVO  WOS  ROBOTDOCUMENTATON  ROROTOUTRUT 3
[main] IEfE/ERRICFFI2: Secure Boot_Demo genhex r
[build] EFERENER

[proc] #irfr4: c:\vscode tool\cmake-3.25.0-windows-x86_64\bin\cmake.EXE --build c:/Users/yangjiao wang/OneDrive/Desktop/test/Secure Boot Demo/build --config Debug --target genhex --

[build] [1/1 160% :: ©.126] cmd.exe /C "cd /D C:\Users\yangjiao_wang\OneDrive\Desktop\test\secure Boot_Demo\build & C:\Users\yangjiao_wang\AppData\Roaming\yt_config_tool\gcc-arm-none-eabi-10.3-2021.
10\bin\arm-none-eabi-objcopy.exe -F elf32-littlearm -0 ihex C:/Users/yangjiao_wang/OneDrive/Desktop/test/Secure Boot_Demo/build/Secure Boot_Demo.elf C:/Users/yangjiao_wang/OneDrive/Desktop/test/Secure_Boot_Demo/build/
Secure_Boot_Demo. hex"
[driver] ZEk5cH
[build] EmEIER. BHRIGA o

BE®12002 Wo cagtide Bim & D F1. 51 SW4 U8 IF C Adspel O

3.2.3.1.2 KEIL

KEIL TAZFE4EMING, AI7E Object B 45| SeCUre BOOt.DEmo.hex



Boot - o x
Fie Egt View Projet Flsh Debug Perphenls Tools SVCS Window Help
NEE@ s vd|oc|errn LAel@-ec s a- @A
© 6 @ 4] B8] sewnepootomo o & EX)
Pojeat FH | ) mane v x
% Project Secure Boot Deme T/ GsER CobE BEGIN Header +/
&3 Secure Boot Demo 2 /% you can zemove the copyzight +/
5 wp 2
e am/
&0 manc s[ + coyrion 023 Yuntu Miczoslectzonics oo, 1t
©3 bowrd H zeserved.
©3 pltform 7|
@3 oS 8| * YONTU Confidential. This software is owned or concrolled by YONTU and may only be
© 3 ros I
© 3 middleware n
=
1
18 | + sctivace or otmervise use the sofeware. The producticn use license in
15 | + Section 2.3 is expressiy graned for shis softvare.
6| -
17| ¢ esite mainc
le | arier
20 | v/
21
22 /+ USER CODE END Header +/
23 jinciude "sdk_project_config.nt
23 /+ Includes /
25
26 /¢ Privace includes /
27 /+ USER CODE BEGIN Includes +/
26 #anc: g——
25 /+ USER CODE END Includes */
30
31 /+ Privace cypeder /
52 /+ USER CoDE BEGIN FID 4/
33 /+ USER CODE END PTD +/
3
35 /¢ private detine /
36 /+ USER CODE BEGIN ED +/
3 3
38 fasfine HCUNR:
33 /+ USER CODE END BD +/
0
41/ Pravace macro -
42 /* USER CODE BEGIN BM -/
43 /% USER CODE END P */
.
35 /¢ private varisbles /
46 /+ USER CoDE BEGIN BV ¢/
47 /% BT key used for secuze boot /
18 Dlconst uing32 5 keywvzlis] = ( | oxsssseess,
s Onszzseees,
s0 oxsssssce,
s Oxssabease,
) cor, oureereeee, Oxtedz3123, Oxaf23isl,
55 . Ox2b7e1516, 0x0f0=0d0c, Ox | Oxasfo2334, Ox3sfe2lzs,
st | Oxz3afbcz, Oxfed2lzs, 077665544, Owactc23sd, Oxssabcdef b
55 /* AES-ECB plain daca +/
56 Flconst uint32 ¢ plasnText(16] = { Ox@bclbes2, 0x2e0S£56, OxeS3dTell, 0x7353172a, Oxac2dSast, Oxle03acse
se ;
S5 /+ 3ES-2CB cipher dsca ¢/
5 o 3, oxrEasecas,
oxi 7, oxaBs1FerA,
K — T 2280800 11
e (@5 (07 (01 €3 uint32 © sw encrvot resultllel:
sk

Build Output

Build starcea: Project: Securs_Boot_Demo
Using Compiler 'Ve.16', folder: 'C:\Keil vS\ARM\ARMCLANG\Bin'
Build tazges *secure_Boot_Demo

|After Build - User command #1: fromelf —-bin --bincombined —-ouCput=Objects\Secure Boot_Demo.bin .\Objects\Secure Boot_Demo.axf

|Afcer Build - User command $2
. \Objecta\Secuze_Boot_Dems.ax£" - 0 Exzor(s), 0 Warning(s).
Build Time Elapsed: 00:00:10

3 O > test »

© B =2 W

&

| | secure_boot_config.o
D Secure_Boot_Demo.axf
|| secure Boot Demo.bin

e Secure Boot Demo.build log.htm

Secure Boot Demo >

™ R -

KEIL >

EE -

ERTEE
2024/3/13 14:22

2024/3/13 14:22

2024/3/13 14:23

2024/3/13 14:23

fromelf --m32 --m32combined --output=Oblects\Secure Boot Deme.srec .\OBjects\Secure Boot_Demo.axt

Objects

v zem
O3iF

AXF 3T

BIN 3245

Microsoft Edge ...

£ Objects FigE

Fh
5 KB

330KB
491,649 KB

2 KB

D Secure Boot Demo.hex

2024/3/13 14:22

HEX 324

57 KB

e Secure_Boot_Demo.htm
D Secure_Boot_Demo.lnp

ﬁ Secure_Boot_Demo.srec

D Secure_Boot_Demo_Secure_Boot De...

[ startup.o
D system_ytm32b1ha0.d

D system_ytm32b1ha0.o
| 56.3 KB

3.2.3.1.3 IAR

2024/3/13 14:22

2024/3/13 14:22

2024/3/13 14:23

2024/3/13 14:23

2024/3/13 14:.22

2024/3/13 14:22

2024/3/13 14:22

Microsoft Edge ...

LNP 3245

SREC 37i%

DEP 3245

O3z

D 3244

O3z

195 KB

2 KB

61 KB

69 KB

3 KB

1 KB

8 KB

AR TARFE4RIZSEAUE, AI7E FLASH B T4 Secure_Boot_Demo.hex

Q

(B #@ER

O




> Secure Boot Demo - AR Embedded Workbench IDE - Arm 8502 - 8 x
Fie Edt View Pojed Simutor Tools Window Help
X Q>%52<0>RR RO=0" idk.
Yinkesidt X -
fo
Files o define root section ARM_start_section =
o i public AR start:
e | Gefine root section Amt_end_section
public ARM end:
N define root section AR exidy reglon_start_section
5 utout .
[ & Securs_Boot_Demomap public AR, exide region_start:
. t 5
=8 5eoure Boot Demo.a define root section ARM.exidx_region_end_section
public AR, exidy_region end:
define block ARM block with fixed order
€
section ARA_start_section,
Zection AN exid_region start_section,
block AR%.exidx { section .ARR.exidx )section .ARM.exidx” },
| section ARN.exidx_region_end_section,
| Section ARA end_saction
3
“Text_awi": place in TEXT
block AR4 block
define oot section CODE_RAN_ron_start_section
public CODE_RAN_rom_start:
detine root section CODE_RA_rom_end_section
public CODE_RA1_rom_end:
| define block cove_Aw_rom block with ixed order, aligment = 4
| section CODE_Rt_ron_start_section
block code_ram_rom { section .cods_ran_init },
section CODE AR ron_end_section
“TEXT_CODE_Rav_ron": place in TEXT
block CODE_R_rom_block
»
define root section DATA RAY_ron start_section
public DATA_RA_rom_start:
define oot section DATA_RAN_ron_end_section
public DATA_RA _rom_end:
define block DATA_RAH rom block with fixed order
Secure_Boot_Demo ¢ -
vax
Messages Fio e~
Rennito.
Linf lexd_vert_driver c
stertup 5
interrupt_nenager ¢
Lintlexd_uart_izq.c
osif_barenetal.c
Secure_Baot_Denc. ot
Secure_Boot_Deno. hex
Total nunber of errors: 0
Total nunber of vernings: 0
Resolving dependencics.
Build succeeded =

Buld Debug Log

 Boot. . Boot Demo.ewp

&) J > test > Secure BootDemo > EWARM > FLASH

(8] A = W N HeE

E=1 e BHE Bt

0 Secure_Boot_Demo.hex 2024/3/13 14:50 HEX 324

" Secure Boot Demo.out 2024/3/13 14:50

B ARIAKR

3.2.3.2 INEERF

3.2.3.2.1 S AHex
¥ Hex XS YT Config Tool 1, 30TFiR(E

>

Wireshark captu...

Erors, Warnings 0 Ln 1, Col 1

Exe 7E Exe thiEER

Fh
64 KB

603 KB

System | K5 B B =

jol

(P wER




zn A vome BN

@ Pinout Configuration

Ensbled only

Peripherals

YTAINK [ Device

Linlexd Uart
SENT | RTC

ol v D ImCul  DMA  UnflexdUart  HCU  Flash
BV Confguration
@ oA | se1
UnflexéLin [ CAN | 12 Securs Boot Group Confguration
U TMR ) PTMR
LPTMR (1 ETMR (1 PTU (1 ADC (] POWER
+ e

PCRC (] ACMP

t Demo: YTM3281HAD

N Clock Configuration ‘& Peripheral Configuration IM Project Manager

VKUP | WDG B HCU

Secure Boot

Name

scure_boot_section_conigd

TRNG [/ INT Monttor @ Flash | FMU L ENU ‘Secure Boot Section Marker  SECURE_BOOT_SECTION_MARKER
ree
o . secure oot secion_config AesKeySze | KEV_LEN 120 8IS
secure_boot_section_cont AES KeySlot | 1
FreaRTOS _boot secton_config2
e . secure baot section config3 Secure Boot Section Start Adaress | 0x02000800
Secue Boot @ Uty Print secure_boot_section_configh Secure BootSectionSze | 0200
& n >
O 15 Hex SHIEAN, BUAEsiE Hex ST
Drop fil here or lck o upload
Pesse plosa hex e, | g 177 x
& 5 v 4 s test s SecureBootDemo > build v ¢ | Ebidmzs »
|R- FERER =- 00
5 hestia_sip B . sEH = ETN
> B mercury ke 2024312 1259 b
5 % Gronedebu T CMiskeFes 20412 1359 stz
> B persoral 20247313 1359 NINA_DEPS et ke
= phosbe. 2024313 1418 NINIA LOG 26 s
= phoebe lite [ build.ninja 20247313 13:59 NINJA Sf 109K8
> % phosbe2 ) emake intallemake 20247313 1359 CMoke Bt 2k8
3 5 broject o CMakeCocheset 2024313 1359 7 toxe
B prones 1) compile_commandsjson 2024/3/13 13:59 JSON izl 72K8
ek} ) ibGENERATED,SOK TARGET.a 20203131359 Ax 1K@
> 8 protmus 50K
> B proteus it [ Secure Boot Demo.elf 2024/313 13:59 ELF 2 548 KB
proteus ke
o Short-Cut ) Secure_Boot Demo.hex 2024/3/13 1418 HEX 24 59 K8
> %5 Short
Secure Boot Demomap 202473713 1359 nker Address Map 1956
B Secure Boot Ker Add
S e
S thals
i
REEN): [Secure_Boot Demo.hex s ) |
- - -
© Problems E:0 W0 [0 ‘ == Exe (File Explorer)  CAUsers\yangjiao wang\One. \FLASH  Cirl+G L3 +

3.2.3.2.2 1gEF$A
BREENBCHEHRAT YT Config Tool TRITEERE, BLETMERT Generate &5, 45k

@ Pinout Configuration N Clock Configuration & Peripheral Configuration I Project Manager & Import ® Save
Enabled only 2 YLUNK  Device Il  DMA  LiflexdUat  HCU  Flash  SecureBoot Utiity Print
Peripherals ~ B
lame  sscure_boot_secton_confgD
+ ® b o eontl

YTAINK (2 Device &/ IniCtd @ DMA (| SPI
@ Linfexd Uart | Linflesd Lin [ CAN | 12C
SENT ] RTC( TMU (| TMR ) PTMR

ON_MAF

Secure Boot Section Marker  SECURE B!

B secure_boot,

AESKeySze | KEY_LEN_128_BITS

LPIMR ) ETMR () PTU [ ADC (1 POWER socwe oot AR
PCRC () ACMP (1 WKUP (1 WDG B HCU :
o
TRNG || INT Monitor @ Flash (| FMU [ EMU secure_boot_section_config2 AES Key Slot
- secure_boot_section_config3 Secure Boot Section Start Address 0102000800
o .
secue_boo section_configh e BotSctonSae | 0200
FosRros
Wdvars . « Retum
‘Secure Boot @ Utiity Print Key Slot Key Value Key Length
0 [(ISTSTERADIAEREFTASICIFGFoS ety N = .
° . RERPEPRAT LSS,
[ 16Bytes. SRR N
EEE SR g—
2 00112233445566778899AABBCCODEEFF 16Bytes EREAREN SRR EE TN —H
5 [(SHTERBADCFEST S EFooASY ety
4 ( | 2eytes
s ECARRFENREERICIEr I D SR I EARERC]  s2tyes
s . e
7 [ ] obytes
s ] oaytes
a [ 1 DRyt
5007 CONFG WORD 020000168
M AN AP AODR | 0:0200800
40006 TEOUT | 0100045300
e bot enypsce | KEYLENL12 SREPNERS
e botencptiey st 0

Enable secure boot confg encrypt

Key Size CMACAddr  StrtAddr  Length  KeySiot
Kevien iz Bms v (osi200000 | [6xz000800] (Gxo0000z00] |1
KEV.LEN 120 875 | [0x02000060] [0x02000800 | [0x00000200] 2
KEVLEN 126 8175 | [0:020000d0] [0x02000800] [0x00000200] '3 BRAPNREXER
KEvEnis2Bms v [osuz20000ch | [0x2000800] (000000200 ] (4
KEY_LEN 266 875 . [0x020000b0] [0x02000800 | [0x00000200] 5

ERHEBNRTHIITIE ‘

© Problems E0 W:0 [0 +




ChUsers\yangjiao_
ktop'\test\Secure_Boot_Demo\newFw-

AN ki
O 2000000, bin

3.2.3.3 T#HE=E

BHEERMNERTHESCHA, XEHEERMSE, J-Link Commander 2 J-Flash

3.2.3.3.1 J-Link Commander
RETRRESERF THESCHRA, THEMRERY J-Link Commander

R —

‘Onedrive/De
$ JLink
SEGGER J-Link Commander V7.84 (Compiled Dec 14
DLL version V7.84, compiled Dec 14 2022 16:00:18

Connecting to J-Link via USB...0.K

Firmare; J-Link Vo conpiled Hay 7
Hardware version

S e e e
S/N: 69672365

License(s): RDI, FlashgP, FlashbL, JFlash, GDB
VTref=3.812v

N/A (Not supported by this model)

Type "connect" to establish a target connection, '?' for help

: YTH32B1HAGL

ecify target interface:
ITAG (Default)
s) sup
LD)_camag
mmw Target interface speed [kHz]. <Default>: 4@® kHz

Device "YTH3281HR01" selected

Connecting to target via SWD
Found SW-DP with ID GX6BAB24T7

P[3]: Stopped AP scan as end of AP map has been reached
AHB-AP (IDR: 0x84770001)
1]: JTAG-AP (IDR: 6x01688000)
[2]: APB-AP (IDR: ©x54770002)
Iterating through AP map to find AHB-AP to use

o
Inplementer code
2, Little endian

8 code (BP) slots and  literal slots
components
@ E0OFFa00
85E00D PID 000BBOOC
CID B105EG0D PID 006BBO62 DWT
CID B165EGOD PID 0OBBOGE FPB-H7
oD PID 690BEER1 ITH

E6001000
£6002000
0006000
Bytes/Line, 2-Way
cf 32 Bytes/Line, u-Way
setupTarget() start
setupTarget() end
escription: Default access mode
x-W7_identified
Fii-02000600. bin 6x02606660
Performing implicit reset & halt of MCU
eset: Halt core after reset via DEMCR.VC_CORERESET
eset: Reset device via AIRCR.SYSRESETREQ
download: Bank o @ 6x02000660: 1 range affected (2576 bytes)
Sohinki Flach download: Total: 32308 (Prepare: 6.167s, Compare: 6.300s, Erase: 6.1325, Restor
J-Link: Flash download: Program speed: 72 K8/s

6.295s, Program: 8.328s, Verify

0.k
3Ll
nsset e -
t type NORMAL: Resets core & peripherals via SYSRESETREQ & VECTRESET bit.
DEMCR.VC_CORERESET.

VSRESETREQ.

3.2.3.3.2 J-Flash
BIE—1HRY J-Flash T#2, %48 YTM32B1HAOL & A



E Create New Project X

Target device

TTMicro YTM32B1HADL

O (Open recent project:
o Create new project

C] Do not show this message again.

X

Fleaze szelect one of the following start options:

Start J-Flash

Little Endian A
Flash banks
Baszedddr Hame Loader

0x02000000 Main Flash Main Flash =
0x08000000 Data Flash Data Flash ~

Target interface Speed

SWD - 4000 w  kHz

Reading flash device list [C:\Program Files\SEGGER\ILink\ETC/JFlash/Flash.csv] ...

Project information B X
Setting Value
| Log
Application log started
- 1-Flash v7.84 (J-Flash compiled Dec 14 2822 16:@8:47)
- JLinkARM.d1l V7.84 (DLL compiled Dec 14 2822 16:88:18)
- List of flash devices read successfully (451 Devices)
Reading MCU device list ...
- List of MCU devices read successfully (9958 Devices)
Lizt of MCU devices read successfully (9953 Devices)

¥ SEGGER J-Flash V7.84 - [¥]

= 5] X
File Edit Target Options View Help
Projest nf  Connect sty Connect
Setting D
[-1General Tost )
Proj
Host  Production Programming  F7
[-171F Manual Programming »
Type D
Init. spesd 4000 kifz Drag & Drop data file here
Speed 2008 kHz
[-1Target
MCU YTMicro YTM32B1HA
Core Cortex-M7
Endian Little
Check core ID No
e
& X
Connecting ...

- Connecting via USB to probe/ programmer device @

- Probe/ Programmer firmware: J-Link V9 compiled May 7 2621 16:26:12
- probe/ Programmer S/N: 69672365

- Device "YTM3281HAG1" selected.

- Target interface speed: 4000 khz (Fixed)

- VTarget = 3.768V

- Found SW-DP with ID @x6BAG2477

- DPIDR: Bx6BAD2477

- CoreSight 50C-480 or earlier

- Scanning AP map to find all available APs

- AP[3]: Stopped AP scan as end of AP map has been reached
- AP[@]: AHB-AP (IDR: @x84770001)

- AP[1]: JTAG-AP (IDR: 0xP165006@)

- AP[2]: APB-AP (IDR: @x54770002)

- Iterating through AP map to find AHB-AP to use

- AP[B]: Core found

- AP[@]: AHB-AP ROM base: GXEQOFFO00

- CPUID register: @x4117FC272. Implementer code: @x41 (ARM)
- Found Cortex-M7 rip2, Little endian.

- FPUNit: & code (8P) slots and @ literal slots

- CoreSight components:

- ROMTb1[] @ EBGFFE08

- [][@]: E@AOEE0 CTD B1BSEMGD PID GABBOAC SCS-M7

- [@][1]: EG@A1800 CID B1BSEGOD PID 0GOBB0G2 DWT

- [0][2]: E@002060 CID B1BSEGED PID BGOBBOGE FPG-H7

- [@][3]: EG@G@GOR CID B18SEGOD PID GEBBEA1 ITH

- Cache: Separate I- and D-cache.

- I-Cache L1: 5 KB, 128 Sets, 32 Bytes/Line, 2-hay
- D-Cache L1: 8 KB, 64 Sets, 32 Bytes/Line, 4-Way

- SetupTarget() start

- SetupTarget() end

- Executing init sequence ...

- Initialized successfully

- Target interface speed: 4000 khz (Fixed)

- Found 1 JTAG device. Core ID: @x66AG2477 (None)

- Connected successfully

LI Log RIRE e

Connect to target

Connected

Core Td: Ox6BAD24T7 Speed: 4000 kHz



GGER J-| -4 - a
Project information (=
Setting Value
[-] General
Project name  ---
Host connection USB [Device @]
[-1T1F
Type SWD
Init. speed 4000 kHz
Speed 4080 kHz
[-1 Target
MU YTMicro YTM32B1HA@1 .
core Cortex 17 BN newFw-0x2000000.bin 3244
: i A=p==s Zx|
Endian Liead BREREREIHEZIE
Check core 1D No 5
Use target RAM 128 KB @ 0x20020000 Drag & DI‘OD data flle here
[+] Main Flash
[+] Data Flash
B¥ Enter dress X
AR Z KESa:
Start address (hex)  Ox 2000000 ]i?*.lﬂsz#tgljtﬁﬂi‘milt
N,
— BRI 002000000
Log X
Ineine:
- [0][1]: E0061000 CID B1SEOED PID GAEBB0G2 DWT
- [e][2]: E@e@2080 CID B1@SEGED PID BGEBOOE FPB-M7
- [0][3]: E@0PEORO CID B1@SEGED PID BOGBEBOOL ITM
- Cache: Separate I- and D-cache.
- I-Cache L1: 8 KB, 128 Sets, 32 Bytes/Line, 2-Way
- D-Cache L1: 8 KB, B4 Sets, 32 Bytes/Line, 4-Way
- SetupTarget() start
- SetupTarget() end
- Executing init sequence
- Initialized successfully
- Target interface speed: 4000 kHz (Fixed)
- Found 1 JTAG device. Core ID: @x6BA82477 (MNone)
- Connected successfull:
Opening data file [C:\Users\yangjiao_wang\OneDrive\Desktop\test\Secure_Boot_Demo\newFu-0x2806080.bin
- Failed to open data file.
Mo start address given for C:\Users\yangjisc_wang\OneDrive\Desktop\test\Secure_Boot_Demo\newFw-0x2080000. bin
Opening data file [C:\Users\yangjiao_wang\OneDrive\Desktop\test\Secure_Boot_Demo\newFiw-@x2806000.bin] ..
Ready Connected Core Id: 0x6BADZ4TT Speed: 4000 kHz
D SEGGER J-Flash V7.84 - [ 4] = a
File Edit Target Options View Help
Project inf. G Users\yangjiao_wang\OneDrive\Desktop\test\Secure_Boot_Demo\newFy-0x2000000. bin @ 02000000 x
Setting Disconnect To: v« |08 03
[-1 General ﬁilﬁ% 0_0000 5a A5 5a a5 c3 01 00 00 30 00 00 02 00 00 00 00 00 08 00 02 00 00 00 00 00 00 00 00 00 00 00 00 ZEZEE...0....
|| =0 0_0020 00 00 00 00 00 00 00 00 EO S3 04 00 00 00 00 00 DD EF BE AC 05 01 00 00 58 00 00 02 88 00 00 02 ........d. 1
Ee— = 57 |°-0oe 78 00 00 02 €3 00 00 02 53 00 Q0 02 00 00 00 00 00 00 00 00 00 00 00 00 A 7B 03 33 72 AB $7 30
Host] reduction Programi 0_0060 C4 BO 18 A4 FB 3D 54 55 &5 11 A2 CD F9 49 C5 C6 1A EE 4E 7F C3 BS 03 3D SE 09 42 27 17 D7 F9 93
[-111F Manual Programming » )0_0080 ©C4 39 26 2A EB D9 78 46 4F CO 6F 14 9B E4 BB A4 12 FB 98 71 90 2E 1B 83 53 E¢ 46 1C F2 79 88 62
Type 100} vZU0_00A0 3C ©7 20 96 B3 8F TF 45 00 00 00 00 00 00 00 00 38 70 EE SF AC E€ AS S5A 49 F3 EG E4 1E 78 €2 1D <G..%..E........8pi ~20zZItea.xd
Init d 1000 kH 0200_00CO0 F2 1B EA D8 29 10 12 15 CA 54 35 FE BC 70 AA DC C1 85 83 9F 39 3A 32 €9 CB 85 09 24 85 2F €B F7 é.é@)...ﬁTip‘ﬂp‘Uﬁ.. 9:2iE..5./k+
nit. spee & 0200_00EO FS 84 BS 60 FB BF 06 A0 DE 3E 56 3B 1E 26 78 D2 7E 3E 21 65 D8 70 F3 72 30 1A FD 34 SD 00 53 B8 &.p ...B>V;.&xO~>1igpsr0.794..5,
Speed 40008 kHz 0200_0100 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[-] Target 0200_0120 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
MCU YTMicro YTM32B1HAG1 0200_0140 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yyyVivivivivivyvvvvsvsvsvyvsvvyvyy
0200_01€0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Y9y vivevvvivvivevivivevivssvvy
Core Cortex-M7 0200 0180 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  yyyvvvoveyyvvovvervyviveyveeyvey
Endian Little 0200_0120 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  GyUyvyvvvyeyevveveviveveyssssvey
Check core ID Mo 0200_01CO ¥¥ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE FF  YyUyvyvveyeyeyvyvivivevevyvavsvey
128 KB @ 0x20020000| CZ0C_C1E0 FF FE EF FF FF FF FF R FF FF FF FF FF FF FF FF P FY FF FF FF FF FF FF FF FF FF FF F¥ FF FF FF  yYYVYVYYYYIYIYVIVIVIVYYIIIIIIVIY
Use target RAM @ ox. 0200_0200 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  YUYUUVYUVYVYVIVIVIVIIIeITITY
[+] Main Flash 0200_0220 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[+] Data Flash 0200_0240 FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 999999V ST T
0200_0260 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Y9y ivivevvvivvivevivivevivevevy
0200_0280 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Y9y ivivevvvivvivevivivevivesevey
0200_0220 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  GyUyvyvvvyeyevveveviveveyssssveyy
0200_02C0 F¥ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE FF  YyUyvyvveyeyevvyviviviveyvavsvey
0200_02E0 F¥ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE FF  YyUyeyvyeyvyeyvyviviveveyvavsyvey
0200_0300 FF FF EFF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF FF EF yyyyyvyvyvsvsvvyvyvyvyvyvyvsvysy
0200_0320 FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF
0200_0340 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0200_0360 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  3USVivivevvvevvivvvivevsvevesovey
0200_0380 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Jyyyyvivevvvivvivevivivevevesvvey
0200_0320 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  GyUyvyvvvyeyevveveveveveyssssvey
0200_03C0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  GyUyvyvyvyeyevvoveviveveyvsssvey
0200_03E0 F¥ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  YyUyvyvveyvyevvyvivevevevyvavsvey
0200_0400 FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF FE EF yyyyyvyvyvsvsvvyvyvyvyvyvyvsvyey
0200_0420 FF FF EF FF FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  yyyyyUyyiuvyyvyyvyyvveveysyyvesy
0200_0440 FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF
0200_0460 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  3U9V9yey YV YYY
0200_0480 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF JVyVivivevvvivvivvvivivevivevevy
0200_04A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF VYV VYV Y VYV VY VYV VYV VYV VY VVYY
0200_04C0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  GyUyvyvyvyeyevveveveveveyssssvey
0200_04E0 F¥ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF  YyUyvyvveyvyeyvyviviveveyvavsyvey
0200_0500 F¥ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE FF  YyUyvyvveyvyeyvyviviveveyvavsvey
0200_0520 FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF EF FE EF yyyyyvyvsvsvsvvyvyvyvyvyvyvyvysy
0200_0540 FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF

Log

X

- 0x2000000 - ©x2005FFF

- Start of verifying fla

- end of verifying flash

- Start of restoring

- end of restoring

- Executing exit sequenc
- De-initialized succes

- Target erased, programmed and verified successfully - Completed after 0.906 sec

( 12 sectors, 24 K8)
E

e ...

sfully

Erase, program and verify

target

Connected Core Id: 0x6BAD24TT

Speed: 4000 kHz



2]

Project information = X C:\Users\yangjiao_wang i P’ \Secure_Boot_] bin @ 02000000 =]
Setting Value Go Tos v 080 [
[-] General 0200_0000 5a A5 5a A5 C9 0L 00 00 30 00 00 02 00 00 00 00 00 08 00 02 00 00 00 00 00 00 00 00 00 00 00 00
Project name - 0200_0020 00 00 00 00 00 00 0O 00 EO 53 04 00 00 00 00 00 DD EF BE AC 05 OL 00 00 55 00 00 02 83 00 00 02
. . 02000040 78 00 00 02 66 00 00 02 58 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 CA 75 03 33 TE AB 57 30 &.a.BeueXeueeniennnns
Host connection USB [Device @] 0200 0060 C4 BO 18 A4 FB 3D 54 55 65 11 A2 CD F9 45 C5 C6 1A EE 4E 7F C3 B8 03 3D 9E 09 42 27 17 D7 F9 923 A°.=4=TUe.¢IaIAE.iN.A
[-111F 02000080 C4 39 26 2a EB DS 78 46 4F CO GF 14 9B E4 BB A4 12 FB 99 71 50 2E 1B 83 53 EG 46 1C F2 75 88 62 AS&*&UxFCAc..a»s. SeF.3y.b

.q.
........ 8pi —&@zTbea.xh.

Type SuD 0200_00RO 3C C7 20 96 B3 8F 7F 45 00 00 00 00 00 00 00 00 38 70 EE SF AC E8 AS SA 49 F3 E€ E4 1E 78 C2 1D B, 8
g’ 0200_00cO F2 1B EA D8 29 10 12 19 CA 54 35 FE BC 70 AR DC Cl 85 83 OF 39 3a 32 €5 CB 85 09 24 85 2F €B F7 ETSpapUA. .. 9:2i8. 5. /k=
Init. speed 4000 kHz 0200_00EO F5 84 BS 60 FB 8F 06 A0 DE 3E 56 3B 1E 26 78 D2 7JE 3E 21 €9 D8 70 F2 72 320 1A D 34 9D 00 53 BE B5V; . &xO~>11i@pAT0.¥4. .5,
Speed 4000 kHz 0200_0100 FF FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF §9yyyyyvyvyvyvyvyvyvyvyvyvavyvyy
[-] Target 0200_0120 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
eu YTMicro YTM32B1HA@L|[0200_0140 EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FT
0200_0160 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §99yy90vyvsvvyssvyvsvevssssvevsy
Core Cortex-M7 0200_0180 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §y9uvevvivividevevvivivseyivvey
Endian Little 0200_01A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  99yyouyvyvvyyorovyvevyvevvsysevyy
Check core ID No 0200_01C0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  90yyouvyyvvyyorovyvevsveovysevyy

0200_01E0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §yyyyyyvovivevevyvovyvyvovssovyy

Use target RAM | 128 KB @ 0x20020009||,,00 0200 EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §999yyyyyyyyeyevyyvyysyyysesyyyy

[+] Main Flash 0200_0220 FF FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF §9yyyyyyyvyvyvyvyvyvyvyvyvasyyyy
[+] Data Flash 0200_0240 FEF FF FF FF FF FF FF FF _FF FF FF FF FF FF FF FF _FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0200_0260 EF FF FF EF FF FE [ | IR OFF FF EF  99999VyVyVIvevevveveessssvyevyyy

0200_0280 FF FF FF FF FF FF
0200_02A0 FF FF FF FF FF FF
0200_02C0 FF FF FF FF FF FF o
0200_02E0 FF FF FF FF FE FF
0200_0300 FF FF FF FF FE FF —
0200_0320 FF FF FF FF FF FF OK
0200_0340 FF FF FF FF FE FF
0200_0360 FF FF FF FF FF FF FF FE FF FF EF FF FF EF FF FF EF EF FF EF FF FF FF FF FF FF FF FF FF FF FF FF
0200_0380 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  999y90vyvsveyssvyvsvevssssvevsy
0200_03A0 FF FF FF FF FF FF FF FF FF FI F FF FF FF FF FF FF FF FF FF FF FF FF FF  §y99yvyvivyyivvyvvvyvivyyssssssy
0200030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  Y9yyYVYVIVTvyvvsvyvevyvessyvevyy
0200_03E0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  99yy0uvvyvvyyorvvyvevyveovsysevyy
0200_0400 FF FF FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  99yyyuyyevvyyosvvyvevyvevvysovyy
0200_0420 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  gyyyyyyyyyyveyyyvyyyvyvyvessyvyy
0200_0440 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  gyyyyyyyyyyveyyvvyyyvyvyvessyvyy
0200_0460 FF FF FF FF FE FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0200_0480 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §99Vy90vyvsveyssvyvsvevssssvevyy
0200_04A0 FF FF FF FF FF FF FF FF FF FI F FF FF FF FF FF FF FF FF FF FF FF FF FF  §y99yyyvvvyvivyyvvvyvivyysvesyse
0200_04C0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §99yy99vyyiveysovyvivaviossysvyy
0200_04E0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  99yyouvyvyvvyyyrvvyvevyvrovsysevyy
0200_0500 FF FF FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  99yyyuyyevvyyosvvyvevyveovysovyy
0200_0520 FF FF FF FF FE FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  99yyyuyyyvvyyosvvyvevyvevvysevyy
0200_0540 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  gyyyyyyyyyyveyyyvyyyvyvyvessyvyy

fE FF FF FF  YyyVyVVVivivivvvvivivvvivyyvvvyy
VYV iIiiiTY
PV VYV IVIYRYETITY
VPV VYV YYYRYIRIETIYY
VPV VYV YV Y IRIETYYY
VYUYV VYVVIIvivY

Target erased, programmed and verified successfully - Completed after 0,908
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- €x2000080 - Bx2085FFF ( 12 Sectors, 24 KE)
- Start of verifying flash

- End of verifying flash

- start of restoring

End of restoring

- Executing exit sequence

- De-initialized successfull

- Target erased, programmed and verified successfully - Completed after 9.986 sec

Ready Connected Core Id: 0x6BADZ4TT Speed: 4000 kHz

T#E5RE, XA J-Flash,

3.2.4 MiR4ER  (Pass)
B3 FEHENG, BBEOITENMNTAS, £ Secure Boot WY, HRIMBEEERNERRF,

B OiEThEE

ﬁu com3
e 115200 arrent counter
nt counter

R None nt counter
. counter
\V2 8 ; nt counter
counter

‘Eltﬁ 1 nt counter
FEEO

=1 O O = DD =D

AR | ELET

[ | BaE=
EV b
sl h s

3.3 Secure Boot Address Protect (¥4 Secure Boot §3fit

3.3.1 Tz E
TiEEE S Secure Boot Demo #iE—, WABEER,



3.3.2 Secure Boot F{E{RIP

AT 234 Secure Boot, FIRTE Flash B, RAEHEIH ROM , I EFIF Secure Boot X1g#%
S B,

7£ Secure Boot 1.1.0 fRZSHEF T 2 {4 Secure Boot B, KA T Secure Boot EHHiE(T
&, APBLEBRIIERTER Secure Boot FREX 15 (0x0000~0x4000),

THEHREMRNHERRESIRM Secure Boot IR EFR,

3.3.2.1 JTAG EZFIP

FAF @ Customer NVR8EKIHE NfERE(E, FIFELE JTAG (SWD) EEES A, BFRIZXIEAT LR
£ JTAG(SWD) &%,

7 Secure Boot Demo HEIRMHIRIENIE, AFRRBIERRESER THE App K8/, BT
SW2 #&5#0] Z1F JTAG (SWD) &S A, 18T SW3 &5 e & JTAG(SWD) iE#,

TEZET SW3 &E JTAG(SWD) &E#ZE, SHITEIN log ER.

Secure boot demo!

HCU key load success!

Red LED means LOCK, and green LED means UNLOCK!

Press SW2 to disable SWD and press SW3 to enable SWD!
Current counter is 0

Current counter 1is 1

Current counter is 2

Current counter 1is 3

O© 0o N oo 0 b W N

Current counter 1is 4
Enable SWD and unlock chip!

=
(o}

3.3.2.2 HiHRIF

FAF A Customer NVR 3EEXIHE NIEEE, vILUFRIPES XIS, BIZILAF ABMREREEZEFTR
$PEIFlash,

£ Secure Boot Address Protect Demo HERRMIZIERIL, BFRIRBIEHAESEF THE
App XI5, 8T SW2 %57 27 Secure Boot (0x0000~0x4000) Xisi#&ek, BT SW3 BT F
B# Secure Boot (0x0000~0x4000) X1z AR,

TEHZZT SW3 #RFRIPE, THITER log 5=,

Secure boot address protect demo!
HCU key load success!
Red LED means protected, and green LED means not protected!

A W N

Press SW2 to enable address protect!



Press SW3 to disable address protect!
Current counter 1is 0
Current counter 1is 1

Current counter 1is 2

O© 00 N O U

Current counter 1is 3
10 Current counter 1is 4
11 Disable Chip address protect!

4. FERFMBE

4.1 ZEiAYRIE

RESH X HCU_NVR B9 B A ARE, 4190 YTM32B1IMD14 ARaJ#8p& HCU_NVR, HRJLFS
BRI LUZEER HCU_NVR, {E2EE Customer Key, Customers Key ZRIA{ERITE Reference Manual
EE, AFPABTTIEX Customers Key, RERAFB2HE, HCU_NVR RIZE&ERS, RFERIE
ZE5 ANBYHCU_NVR A=ENA], 1¥1E0]&E%H AN_0062_EFM_ApplicationNote.pdf

4.2 ZBIAKE
ARG H ZFMNZAKERRE, YTM32B1IMEOS 5 YTM32B1HAO1 £4F 128/192/256-bit Z%H,

YTM32B1MD14 5 YTM32B1MCO03 213 128-bit %0, #47E Secure Boot i EFETEFHKE., B
THEZEHANBAIEZHAKE, F150IEF AN_0063_HCU_ApplicationNote.pdf

4.3 YT-LINK

Secure Boot HFZEZE BVT, Secure Boot Group, Secure Boot Section 5 CMAC, Link File &
ZFBck. MBI YT-LINK $EINEH4 Region AAF7Zf# Secure Boot #HXECEEE. YT-LINK BIfERA]
2% YT-LINK User Manual,

YTM32B1HAOL ZRIARY YT-LINK B2 T Secure Boot lEXEREXIE, HEGEE T, WEARPE
EE(E Secure Boot BBBEZENE, NBTEHDE

4.4 Device
EHEFH Secure Boot , 4k Device #&IRTH Using Secure Boot 1&,



5’ =IE M Home SDK 120 | Secure Boot Demo : YTM32B1HAQ

@ Pinout Configuration JN clock Configuration 'S Peripheral Configuration IM Project Manager 4 Import B Save
Enabled only a ﬂ YT-LINK Device x IntCtrl DMA Linflexd Uart HCU Flash Secure Boot Utility Print
Part number
Peripherals ~ B
SDK version
YT-LINK [/ Device / IntCi @ DMA -
Linflexd Uart | Linflexd Lin CAN 2C STACK TOP Symbol  STACK_end
SENT | RTC (| TMU [ | TMR [ | PTMR
LPTMR [ | ETMR [ | PTU (| ADG [ | POWER VECTOR Flash Symbol Start  IVT_start VECTOR Flash Symbol End  IVT_end
PCRC | ACMP [ | WKUP | WDG B HCU
TRNGT] INT Monitor @ Flash (] EMU O] EMU VECTOR Place Region _isr_vector

VECTOR RAM Symbol  IVT_RAM_start

Using Freel RTOS
FreeRTC
Using Secure Boot {Eé‘g Secure Boot Ijj‘a‘g

Middleware v

Secure Boot @ Utility Print
i
4

© Problems E:0 W:0 I:0 ™

4.5 BXFRP
FIMRIFINRXATEENERE, AAEZRKERATRETL, WFENERBLA—H, SH
BWEKK. FIMMAREFPEREREHIKE (AIZHREEFEX) , INBEXEEEEX (BXEE
SEARSBNEEE, SBEREHER—F) , fINEREFHREKE
FHINFRIFHI R X B AR SR AIRXE,

B&189 YT Config Tool xF Secure Boot (X EEALTNEE, REERIEE AR Hex XHXIZFEE
%, X Hex XHFHRABENXIBTEEER, FERAFBITE R,

4.6 {4 Secure Boot
YTM32B1MEOQ5 5 YTM32B1MD14 2% {4 Secure Boot, #SectureBoot10:0-—BFirETErk

7£ Secure Boot 1.1.0 kigdsH, X Secure Boot ElF#1THL, BENEZRIITRIZHIT Demo iz

170
1. ¥&B8 3.1 WtE, T Secure Boot Prepare Bi2F, FIMHEMH HCU BIZRR;

2. & Secure Boot IEIHZECF N, Secure Boot E47E board ER T
(YTM32BIMEO5_Secure_Boot.hex 5%, YTM32BIMDI14_Secure_Boot.hex), ZE47E Secure
Boot Demo £ T1E/5H board ER T

%88 3.2 %8, T & Secure Boot Demo IiEF, EPRISEINEN{4E Secure Boot,

3.
s£=: BT Secure Boot BN EENRIP Secure Boot X15(0x0000~0x4000), #UNbMEHITE—
¥, BEPRIZSEHEINE Secure Boot Elff,
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