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Block Diagram of HCU
XENEASIE:
e - AES (ECB, CBC, CTR, CCM, CMAC)
e -SM4 (ECB)
e - SHA (SHA-256, SHA-384)
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e 1§ 128-,192- and 256-bits ZHAKE
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° X#DMA
2.2 HCU-NVR(Hardware Cryptography Unit NVR)
Table 3.1: EFM Memory Map
Memory Start Address End Address Size
PFlash0 0x0000_0000 0x0007_FFFF 512 KB
PFlashl 0x0008_0000 0x000F_FFFF 512 KB
DFlash 0x0010_0000 0x0013_FFFF 256 KB
HCUEMR 0x1000_0000 0x1000_03FF 1KB :J
OTP_NVR 0x1001_0000 0x1001_03FF 1KB
CUS_NVR 0x1003_0000 0x1003_03FF 1KB

HCU Z5R1EfE8 T, TILLTE(E324H128Bits 3 256BitsZ$H, LW 4IEr5Aa

INEEIHCUEIR,

3,

3

1

3



3. =IEMCAL CryptoDriversiZREIYCTE &

CryptoDriversG2KE/@: MEZBRE, BEif. EMRESX2ATIERFN, UTRYCTRE
CryptoDriverstY R, IRZERAIUS N=5F5: BEMEBRIE, GCERH, REHM,

Crypto x
Node Search Crypto X
~ [OCrypto 1 Node Sea
POST BUILD VARIANT USED false v DOCrypto
IMPLEMENTATION_CONFIG_VARIANT VariantPreCompile POST_BUILD_VARIANT_USED false
» [3 CryptoDriverObjects 3, En s IMPLEMENTATION_CONFIG_VARIANT VariantPreCompile
» [3 CryptoGeneral lg tllﬁ |> [J CryptoDriverObjects l
» [ CryptoKeyElements [ e —— » [ CryptoGeneral Hf&
» [ CryptoKeyTypes » [3 CryptoKeyElements ] giﬁ
» [0 CryptoKeys » [ CryptoKeyTypes J
» B8 CryptoPrimitives » [ CryptoKeys
» [3CommonPublishedinformation » BB CryptoPrimitives

» [0 CommonPublishedInformation

MEZIRE

3.1 B EMNERIE

BJtECECryptoPrimitives (IEI S ®EFIR, EEMNBRIENGEE, FIERIN LR HEINER
5. ERBAIUDAEEXENERE,

|~ &8 CryptoPrimitives |
~ [ CryptoPrimitives_MAC )
[~ BB CryptoPrimitive |

» [ CryptoPrimitive_AES_Generate]

v |32 CryptoPrimitive_AES_Verify |
CryptoPrimitiveAlgorithmFamily CRYPTO_ALGOFAM_AES
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/**

e @brief Thisinterface removes the provided job from the queue and cancels the processing
of the job if possible.

o @details
e @param[in]  objectld Holds the identifier of the Crypto Driver Object.

e @param[in]  job Pointer to the configuration of the job. Contains structures with job and
primitive relevant information.

e @return Std_ReturnType
¥/
Std_ReturnType Crypto_CancelJob (uint32 objectld, Crypto_JobType * job);

/**
o @brief Initializes the Crypto Driver.



e @details

e @param[in]  configPtr Pointer to a selected configuration structure
e @return void

Y/

void Crypto_lInit (const Crypto_ConfigType * configPtr);

/**
o @brief If asynchronous job processing is configured and there are job queues, the
function is called cyclically to process queued jobs.

e @details
e @return void
*/

void Crypto_MainFunction (void);

/**

o @brief Performs the crypto primitive, that is configured in the job parameter.
e @details

e @param[in]  objectld Holds the identifier of the Crypto Driver Object.

e @param[inout] job Pointer to the configuration of the job. Contains structures with job and
primitive relevant information but also pointer to result buffers.

e @return Std_ReturnType
¥/
Std_ReturnType Crypto_ProcessJob (uint32 objectld, Crypto_JobType * job);

[**
o @brief Returns the version information of this module.

e @details*

e @param[out] versioninfo Pointer to where to store version information of this module

*

e @return void

"/



void Crypto_GetVersionInfo(Std_VersionInfoType * versioninfo);
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2. AUTOSAR_SWS_MCUDriver.pdf: Specification of MCU Driver AUTOSAR CP Release 4.4.0
3. AUTOSAR_SRS_MCUDriver.pdf: Requirements of MCU Driver AUTOSAR CP Release 4.4.0



